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As information technology in military, defense industry enterprises, government, 
business and other fields more and more extensive, in-depth application of the secret-level 
information on the existence of external and internal staff officers deliberately steal 
irregularities caused intentionally or unintentionally leak behavior. Internal systems for the 
protection of important safety, authorities clear demands: "involving state secrets, computer 
information systems, not directly or indirectly, with the Internet or other public information 
network connected, must be physically isolated."  
In this paper, "comprehensive protection system within the network security," within the 
system is modular in structure design, which includes separate modules for data exchange and 
security, internal network security control module, flow control module. In data exchange and 
security isolation module for the first time, the current network environment by means of 
hardware plus software to solve this problem, a fundamental solution to the safety of data for 
the current core issues of concern to the most fundamental solution. Isolation module from the 
host are responsible for internal and external network connections to receive from the network 
access request, the two modules have no direct physical connection between the form of a 
physical partition, in order to ensure reliable network and not between non-trusted network 
packets exchange, there is no network connection to establish. The method was used by 
proprietary hardware to achieve real-time exchange of information between networks. This exchange is 
not forwarding packets, but the application layer data of the static read and write operations, 
so the user can be trusted network security information exchange system isolation and ease of 
access to non-trusted network resources without having to worry about the credibility of 
Network Security affected. Control module, including network security on the LAN computer 
security management module through the operation of internal control to prevent insider 
abuse by means of the implementation of information technology, crime and effective way is 
to run the course in information systems, information systems running on the affected the 
behavior of the various roles the process, real-time monitoring, analysis, timely detection of 
unusual, suspicious incidents, process control and alarm linkage, to avoid the threat of insider 















business systems bandwidth usage, to control the bandwidth of the LAN computer , to enhance 
computer security within the network. 
From the perspective of the actual use of the user, using the combination of hardware and 
software solutions, innovative holistic solutions to a set of "comprehensive protection system 
within the network" between two different networks of data security isolation and switching, 
safety management system standard through internal control within the network behavior of 
computer operations and balance network resources, the information eventually construct a 
strict anti-leak and regulate the internal computer-use platform. 
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